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Abstract

Purpose — This paper aims to analyze the effect of data breaches — whose concerns and implications can be
legal, social and economic — on companies’ overall performance.

Design/methodology/approach — Information on data breaches was collected from online
compilations, and financial data on breached companies was collected from the Mergent Online database. The
financial variables used were related to profitability, liquidity, solvency and company size to analyze the
financial performance of the breached companies before and after the data breach event. Nonfinancial data,
such as the type and the size of the breaches, was also collected. The data was analyzed using multiple
regression.

Findings — The results confirm that nonmandatory information related to announcements of data breaches
is a signal of companies’ overall performance, as measured by profitability ratios, return on assets and return
on equity. The study does not confirm a relationship between data breaches and stock market reaction when
measuring quarterly changes in share prices.

Research limitations/implications — The main limitation of the study relates to ratio and trend
analyses. Such analyses are commonly used when researching accounting information. However, they do not
directly reflect the companies’ conditions and realities, and they rely on companies’ released financial reports.
Another limitation concerns the confounding factors. The major confounding factors around the data
breaches’ dates were identified; however, this was not enough to assure that other factors were not affecting
the companies’ financial performance. Because of the nature of such events, this study needs to be replicated
to include specific information about the companies using case studies. Therefore, the authors recommend
replicating the research to validate the article’s findings when each industry makes more announcements
available.

Practical implications — To remediate the risks and losses associated with data breaches, companies
may use their reserved funds.

Social implications — Company data breach announcements signal internal deficiencies. Therefore, the
affected companies become liable to their employees, customers and investors.

Originality/value — The paper contributes to both theory and practice in the areas of accounting finance,
and information management.
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1. Introduction

Accelerated progress in communication, networks and information technologies is shaping
global business, and it is estimated to continue changing business structures for the
foreseeable future. This development has many advantages and disadvantages for all
organizations’ stakeholders. Information systems management is increasingly considering
information security and privacy due to their potential critical issues for all company
activities. The magnitude of the importance of breached data was described in the California
Data Breach Report 2012-2015 (Harris, 2016) as follows:

In the past four years, the Attorney General has received reports on 657 data breaches,
affecting a total of over 49 million records of Californians. In 2012, there were 131 breaches,
involving 2.6 million records of Californians; in 2015, 178 breaches put over 24 million
records at risk. This means that nearly three in five Californians were victims of a data
breach in 2015 alone (p. 8).

Multinational companies rely heavily on technology and always have some technical
vulnerabilities, which means data breaches and losses are inevitable. Data is one of the
company’s most important assets, and the threat of losing data control is becoming an issue
that affects everyone. No matter whether companies establish guidelines and controls to
mitigate the risk of data breaches, hacking and phishing threats still exist. Information
security and privacy is a determining factor for companies’ continuity and sustainability.
Companies are adopting several protection techniques such as system authentication, data
encryption, user access control and firewalls as well as practices that aim to minimize such
risks such as employee training and user orientation to the company’s information security
policy and protocols. Despite these measures, perpetrators are becoming more organized
and sophisticated, and the risk is growing.

There are many recent examples of companies that have suffered from major data
breaches — Equifax, Anthem, eBay, JPMorgan Chase, Home Depot, Yahoo and Target,
among others. Assessing the economic effects of data breaches is a challenge for both
accounting and information security management (Schatz and Bashroush, 2016). Research
concerning the implications of data breaches is considered an emerging area (Ghosh and
Swaminatha, 2001; Spanos and Angelis, 2015, 2016). Event studies have mostly shown that
data breaches have a negative effect on cumulative abnormal returns of publicly traded
companies. However, these same studies have shown mixed results concerning the
significance of the relationship between data breaches and company value/share. Event
studies using daily share prices investigate the immediate effect of a breach. Over a longer
timeframe, Kannan et al (2007) found no significant negative effect of information security
breaches on company value. In descriptive and comparative studies, Ko and Dorantes (2006)
found that sales increased significantly for the breached firms in the fourth quarter after a
security breach, contradicting the negative effects shown in most event studies performed
using daily share prices.

Stoel and Muhanna (2011) found that companies with information technology (IT)
weaknesses performed worse than firms with no weaknesses. Data breaches indicate
deficiencies in internal controls — particularly IT internal controls. Companies that are
continually improving their I'T controls to avoid cyber-incidents can reduce the risk of data
breaches. However, hackers’ ability to penetrate larger companies’ records, such as those of
Apple, Walmart and Equifax, indicates that hackers are becoming threats even to
companies that invest heavily in IT. Brody et al. (2018) indicate that the potentially harmful
effects of malware, which can be financial and nonfinancial, are often not well known.

To contribute to the existing literature, the goal of this article is to analyze the
intermediate (quarterly) term effect of data breaches on companies’ performance by



including qualitative and quantitative factors. Qualitative factors are increasingly being
used by researchers in accounting, finance and IT studies (Arnold et al., 2012; Vasarhelyi,
2012; No and Vasarhelyi, 2017). The article aims to verify the effect of data breach
announcements on the overall performance of affected companies, as measured by changes
in return on assets (ROA) and changes in return on equity (ROE). The study used
nonfinancial variables such as the number of records breached and the type of breach. The
nonfinancial information was obtained from online databases. The yearly fixed and
industry-fixed effects were also incorporated. The financial variables used were ratios
related to liquidity, solvency, leverage, book-to-market and capitalization. The Mergent
Online database was used to obtain the companies’ quarterly financial information.

The following section discusses the theoretical background to develop research
statements. Section 3 discusses the data collection and research methodology. Section 4
presents the results. The last two sections present a summary of the main findings, notable
conclusions, limitations and suggestions for future research.

2. Theoretical background

Since 2000, researchers have been increasingly more interested in the effect of information
security events — such as privacy violations, denials of service and website defacements — on
the confidentiality, integrity and availability of information systems (Spanos and Angelis,
2016). In the executive summary of the California Data Breach Report 2012-2015, these types
of breaches are identified as generally being caused by malware and hacking, physical loss
and human error. Data breaches are mostly breaches of sensitive personal information such
as social security numbers, bank account information and medical information. The
industry sectors most affected by data breaches are retail, finance, healthcare and small
business.

Internal and external perpetrators have different motives and methods for accessing
company data. External perpetrators or hackers are more skilled, organized and innovative.
Therefore, the data breach type depends on the perpetrator, their intentions and the source
of the threat. The source is important because outsider activities will be more dangerous
than those from the inside (Jouini ef al., 2014). Therefore, this study anticipates that the data
breaches characterized by a large number of breached records and perpetrated by external
hackers affect companies’ financial performance most negatively.

Parallel to advances in IT, companies are accumulating data to serve their customers
better and become more competitive in the market. According to Muhanna and Stoel (2010),
investors reward companies that have superior I'T capability. However, using the internet is
not without cost. Stakeholders are concerned when they see a company with a less-than-
optimal level of IT security and information privacy (Schmidt et al., 2016). Securing personal
data is an ethical and legal responsibility of every organization that stores and uses that
data. Several rules, regulations, enforcement actions, common law duties, contracts and self-
regulatory regimes address secure information. Laws in the USA and European Union have
security requirements for specific types of entities. The Federal Trade Commission (FTC)
has the authority to fine a firm responsible for data breaches — but this does not limit the
companies’ possible liability for the occurrence of data breaches (Silverman, 2014).

The main objective of management is to pursue the perpetual growth of a corporation
such that the wealth of its stockholders is maximized. The agency theory (Jensen and
Meckling, 1976), and information asymmetry are crucial to understanding how and when
management report information about data breach incidents; firms can improve their
corporate governance and business ethics to reduce the self-interested motives of
management and to avoid moral hazard. The agency theory examines how management’s
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behavior could be directed at stockholders’ interest by reducing agency costs (Wang, 2010;
Chen et al., 2012). According to Brush et al. (2000) and Wang (2010), the agency theory is
related to a manager’s goal to maximize his or her personal wealth instead of the
stockholders” wealth: management’s self-interest produces waste and inefficiency in the
presence of free cash flows, and the burden of agency costs is incurred by stockholders
because of weak corporate governance (Jensen, 1986).

The Committee of Sponsoring Organizations (COSO), US Securities and Exchange
Commission (SEC), Public Company Accounting Oversight Board (PCAOB), American
Institute of Certified Public Accountants (AICPA), International Federation of Accountants
(IFAC) and other regulators have created an ongoing field for internal controls discussion
(Leach and Newsom, 2007). The SEC requires that publicly held corporations submit their
audited financial statements and other supplementary information annually. Public data
unavailability implies that investors cannot use frequently released financial information as
an opportunity to generate profit from private information (Fu ef al, 2012). Companies that
choose not to disclose material data breaches, losses or damage may face legal issues for not
complying with the 2011 SEC disclosure guidance for cybersecurity and other released SEC
requirements for cybersecurity disclosure (Trope, 2012). Companies are required to report
material cybersecurity incidents to make the information available to stakeholders and
investors.

There is a need for greater specification of systematic, policy-related controls to reduce
the differences between software, mathematical models and accounting procedures to
increase company efficiency (Karimi ef al, 2014). Auditors use different types of software
and systems verifications; these verifications cannot assure that the data cannot be breached
(Bradford and Florin, 2003; Eden et al., 2014). The understanding of internal controls helps
external auditors determine the scope of their audits (Gramling et al., 2004). According to the
PCAOB (2007) and the IFAC (2012), the external auditors may choose to rely on internal
audit functions depending on their understanding of their strength. Sarbanes—Oxley Act
(2002) increased researchers’ interest in evaluating the internal controls of organizations
(Desai et al., 2011).

Further research can be carried out in this area to link internal controls and company
events (Messier ef al., 2011; Weisner and Sutton, 2015). Noncompliance with the mandatory
disclosure of an activity (e.g. corporate social responsibility) might affect companies’
financial performance (Chen et al., 2017). Data breaches, as company events, are related to a
company’s internal controls and its operational and overall efficiency.

According to the PCAOB, internal control deficiencies are related to significant single or
combined deficiencies that result in the likelihood of a material misstatement on the annual
or interim financial statements not being prevented or detected. In addition, significant
deficiency and material weakness are both shortfalls in the design and administration of the
internal controls. Deficiencies are less pervasive than material weaknesses, but multiple
significant deficiencies such as data breaches could lead to material weakness.

According to Leach and Newsom (2007), control activities include top-level reviews,
information processing, physical controls, performance indicators, duty segregation, control
over information systems and ongoing monitoring. Doyle ef al. (2007) investigate the
relationship between internal control (material weakness), firm size and market value, but
they do not make a correlation with bankruptcy. According to Ashbaugh-Skaife et al. (2007),
there is a positive relationship between internal control deficiencies, control failure and
unavailability of internal control resources. Kuhn ef al (2013) indicate that companies
reporting IT weaknesses perform worse financially than companies with non-IT
weaknesses.




To meet company needs, managers should seek operational and overall efficiency.
Operational efficiency requires investing in new technologies such as software and
maintaining training programs for employees to assure compliance with goals and policies;
seeking a satisfactory relationship with customers, creditors and investors enables
companies to maintain their overall performance (Haislip and Richardson, 2017). Data
breach costs may be considered immaterial for larger companies, but data breaches signal
inadequate investment in IT assets. This motivates comparing financial ratios of the
performance of a company that suffered from data breaches.

According to Baird and Morrison (2005) and Lajili and Zéghal (2010), financial variables
and ratios are suitable for performing financial data analysis. The use of financial ratios is
common in accounting and finance research — ratios like indicators related to solvency,
liquidity, leverage and effect size (Beaver, 1966, 1968; Roumani et al., 2016). Altman (1968)
designed a discriminatory model that, until now, had retained a predictive value for
companies with financial difficulties. Discriminant analyses permit the use of qualitative
and quantitative information for group firms according to similarities and differences.
Grouping firms by observations leads to discriminant analysis. Some economic studies
combine nonparametric approaches with parametric discrimination, as used by Altman
(1968); logit analysis for distress prediction, as used by Ohlson (1980); and multiple
regression univariate analysis, as used by Theodossiou (1993). The variables included in
these studies were the following: earning per share (EPS), growth, ROA, assets, liabilities,
rate of increase in sales, rate of increase in equity, rate of increase in assets, ROE, accounts
receivables, inventory, debts, interest expense and dummy variables.

Fu et al (2012) argue that more frequent financial reporting reduces information
asymmetry. Some companies tend to deliberately exclude outsiders from the critical early
phases of incident response to prevent a negative perception of their performance (Ahmad
et al., 2015). The quality and timing of reporting are important to investors’ decisions. Leach
and Newsom (2007), Stubben (2010) and Beaver et al (2005, 2012) indicate that financial
information quality is a considerable constraint for any reportage of financial information.
The ratio analysis is affected by common variations when applying accounting principles,
including inventory valuation, depreciation and amortization methods, capitalization and
expenses recognitions, leasing, post-retirement benefit costs and recognition of specific
items in the financial statements such as discontinued operations, impairments and
significant operational and non-operational deficiencies.

In this article, we considered nonfinancial variables that include the type of data breach,
number of records, whether the perpetrators were internal or external and industry
classification; this is consistent of the materiality concept in accounting (Juma’h, 2009, 2014,
2019). These qualitative variables indicate the data breaches’ materiality. For example, the
performance was affected more in companies that suffered from a large breach of records
(e.g. Yahoo, Sony and Equifax) than in those that suffered a smaller breach of records.
Moreover, internal perpetrators did not affect companies’ overall performance as much as
sophisticated external ones. Operational deficiencies are reflected in a company’s
operational performance, and therefore, the authors of this article anticipate that, in the
companies that suffered from data breaches, changes in operational performance are related
to the changes in the companies’ operational measures of liquidity, solvency and leverage.

The incidence of the data breaches is related to the deficiencies linked to internal controls,
especially the preventive controls to protect a company’s data (Stoel and Muhanna, 2011).
The data breach announcements affect customer satisfaction and trust, which affect the
breached companies’ performance (Martin ef al, 2017). Bose and Luo (2014) state that
managers should view security investment from a more comprehensive perspective,
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considering IT- and non-IT-related factors related to firm performance, for example, to
identifying and measuring companies’ IT risks, which is linked to the data regarding
information assets, threats, system vulnerability and security controls (Jerman-Blazic, 2008).

Companies use their resources to face and mitigate risks associated with severe data
breaches; increase internal controls efficiency; increase investment in assets related to
information systems; improve the relationship with affected parties through intensive
marketing programs; compensate customers; improve the companies’ image, reputation and
trust (Martin, 2018; Mathur, 2018); and (in some cases) deal with charges or penalties from
government agencies such as the SEC on accusations of not reporting events according to
SEC regulation deadlines.

In relation to the stock market, there is evidence indicating that investors perceive the
occurrence of data breaches negatively (Spanos and Angelis, 2016). Empirical investigations
concerning companies’ announcements are associated with stock market reactions. This is
because companies’ share prices and returns are commonly referenced, and the data is easy
to access. Frino et al. (2007) indicate that market behaviors could be used to predict financial
distress or difficulties, which includes data breaches. A more holistic approach to
information security is needed to enable managers to play an effective role in information
security (Soomro ef al, 2016; Marriott ef al, 2017). SEC requires that publicly held
corporations annually submit their number of outstanding shares and closing market price
(using firms’ fiscal years as the valuation date). Based on finance theories related to the
efficient market hypothesis, and at least in a semi-strong manner, the stock market is
informationally efficient and reflects new information (Fama, 1970; Fama and French, 2015).
The implications of the data breaches, as well as the implications of other financial and
nonfinancial announcements or events, may affect the breached companies’ market value.
To consider the market price as an explanatory variable, this study used quarterly share
prices around the data breach incidences.

3. Data and methodology

After 2000, many empirical studies (Campbell et al, 2003; Ettredge and Richardson, 2003;
Garg et al., 2003; Hovav and D’Arcy, 2003; Kannan et al., 2007; Gordon et al., 2010) discussed
the effect of data breaches on a firm’s value. By searching the existing empirical studies,
Spanos and Angelis (2016) found 37 related articles about 45 studies. They indicate that 75.6
per cent of the event studies show that data breaches have significant negative effects on
companies’ values. In general, the previous studies are limited to a few indicators, such as
company and market return and the announcement of the data breaches. According to
Spanos and Angelis (2016), there is a need to conduct more studies on the general effects of
data breaches on a company’s performance — such as the effects and implications in terms of
sales, revenue, liquidity, solvency profitability and sustainability indicators.

3.1 Data collection

According to Pindado ef al (2008), panel data allows the elimination of unobservable
heterogeneity by adding a large range of observations in a data set. Similar to Altman and
Sabato (2007), panel data was used to organize the collected data in this study, and
secondary data was used. To relate the data breaches to company performance, data is
collected related to the announcements of data breaches that occurred due to security
deficiencies, attacks, lost data, thefts or any other data privacy mismanagement. The
authors search for announcements in online databases, namely, PrivacyRights.org and
InformationIsBeautiful.net. The primary data source is PrivacyRights.org, which stores
more than 8,000 events, most of which are related to governmental units, nonprofits and



private entities. InformationlsBeautiful.net is used to validate data content and to identify
major breaches. Google Search is used to validate the announcements’ content when
discrepancies arose among them. For the purpose of the study, companies included in the
sample must have financial reporting before and after the data breach announcements.
From 2005 to 2017, the authors identified 795 data breach events from 450 companies that
report ROA yearly. From these, the authors found 441 events for 290 companies that report
ROA quarterly. These constitute the sample size of the analysis, which is comparable to that
of contemporary accounting research on cybersecurity (Higgs et al., 2016; Ettredge et al,
2018).

The financial variables and ratios the authors use in this article are obtained from
Mergent Online by the FTSE Russell database. The authors consider public firms traded in
US stock markets — firms that have announced data breaches — for the study because they
are required to report any major issues to the SEC within four days using 8-k reports. The
companies’ data is publicly accessible through the EDGAR database. The definitions of the
financial variables are provided in Table X. The authors use the two-digit North American
Industry Classification System (NAICS) for industry classification. The data collected for
each breach includes the type of breach, number of records affected, date of the breach, type
of industry and whether the company is publicly traded. The definitions of the nonfinancial
variables are provided in Table XI.

3.2 Data description

Tables I and II provide some data-related descriptions of the sample used. Table I shows
that there were more incidences of data breaches in 2010 and 2014 than in other years, and
that about two-third of the sample occurred in or after 2010. The number of records hacked
is an indicator of the data breaches’ materiality (Table II).

According to Stoel and Muhanna (2009), the effect of IT capability on company
performance depends on the external environment, such as industry characteristics. Table
III shows the industry classifications using the two-digit NAICS. The finance and insurance
industry demonstrates the most frequent occurrence of data breaches. This industry is
targeted by hackers because of the sensitivity of the information on record; in addition, the
black-market price motivates hackers to target the records of firms in the financial and
insurance industry.

Year Frequency Cumulative frequency (%)  Cumulative (%) Total number of breached records

2005 10 10 2.27 2.27 27,934,500
2006 36 46 8.16 10.43 238,602
2007 36 82 8.16 18.59 84,329
2008 19 101 431 22.90 24,300
2009 15 116 340 26.30 23,829
2010 53 169 12.02 38.32 786,264
2011 37 206 8.39 46.71 2,771,782
2012 41 247 9.30 56.01 50,116,187
2013 43 290 9.75 65.76 36,491,461
2014 65 355 14.74 80.50 155,186,775
2015 30 385 6.80 87.30 90,379,471
2016 27 412 6.12 93.42 32,312
2017 29 441 6.58 100.00 34,086,353
Total 441 100.00

Data breaches

281

Table 1.
Distribution of data
breaches by year




JAIM

We used financial ratios as financial indicators related to a specific event such as a data

289 breach. Changes in each company’s overall performance for each company are used to

’ measure the data breaches’ effects on company performance. To determine the degree of

change in a specific ratio as an indicator of such effects, the indicator (R) is considered in the

quarter of the data breach incident, namely, (R;,); as a benchmark, the average of R in the

four quarters immediately before the event is used, namely, (A(R; , _R; ,). The degree of

282 change in R (dAR) is defined as (R, /(A (R;_, _R; ,) — 1). For example, the degree of change in
ROA is (ROA,/(A(ROA; , _ROA; ) —1).

Table IV presents the variables used in the correlation analysis using multiple linear
regression (MLR) with financial variables or ratios and MLR with financial variables or
ratios and dummy variables (MLRDYV).

The variables’ descriptions as mean, median and standard deviations are provided in
Table V. The mean values of dAROA and dAROE are —54.4 and —46.1 per cent, respectively.
And, 23 per cent of the breaches are due to outside hackers. For major data breaches, the
study considers companies with more than 100,000 records breached; examples of these
companies are provided in Table XII. For these breaches, on average, the quarter (t)
represents the minimum of the selected ratios. For example, ROAper cent on a subset of the
sample related to major hacks shows, on average, a minimum level of ROAper cent at the
event quarter (to). The polynomial function (ROAper cent = 0.0196t> — 0.0317t + 6.76; R =
0.569) is a better estimate than the linear function (ROAper cent = — 0.0149t + 6.947; R =
0.454). From Figure 1, we can observe that after the quarter to, ROAper cent began to
increase.

Data breach volume range Frequency (%)
2-499 60 132
500-4,999 62 14.1
5,000-19,999 43 9.8
20,000-999,999 17 3.9
1,000,000-25,000,000 8 2
>25,000,000 4 1
Table II. No reported records 247 56
Data breach volume  Total announcements 441 100.00
Industry classification Frequency (%)
Finance and insurance 165 374
Manufacturing 58 13.2
Retail trade 44 10.0
Information and culture 44 10.0
Accommodation and food services 21 4.8
Administration and support services 21 48
Transportation and warehousing 19 4.3
Healthcare and social assistance 14 3.2
Professional, scientific and technical services 12 2.7
Table II. Wholesale trade 7 16
Industry Others 36 82
classification 441 100




Variable  Variable description Data breaches

dAROA The degree of change in returns on assets (dependent variable)
dAROE The degree of change in returns on equity (dependent variable)

Recs The reported number of records
RecsM The number of records affected by the data breach in millions
Blnsd Data breach conducted by an insider (someone with legitimate access intentionally breaching
information, such as an employee, contractor or customer) 283
BHack Data breach due to being hacked by an outside party or being infected by malware
BPhys Data breach due to paper (nonelectronic) documents being lost, discarded or stolen
BDisc Unintended disclosure (not involving hacking, intentional breaching or physical loss — e.g.

sensitive information being posted publicly, mishandled or sent to the wrong party via online
publishing, email, mail or fax)

BStat Data breach due to stationary computer loss (lost, inappropriately accessed, discarded or
stolen computer or server not designed for mobility)
BCard Fraud involving debit and credit cards not accomplished via hacking (e.g. skimming devices at

point-of-service terminals)
BUnkn The data breach cause is unknown

CapM The total capitalization in millions

dASP The degree of change in the share price

dACR The degree of change in the current ratio Table IV

dATAT The degree of change in the total asset turnover The classificati f
dACFS The degree of change in the cash flow per share ¢ classilication o

dAB/M The degree of change in the book-to-market ratio variables as either
dACET The degree of change in the cash and equivalent turnover dependent or
NAICS The first two digits of the NAICS industry classification independent in MLR
Year The year of the data breach and MLRDV
Variable Mean SD Minimum Maximum

dAROA —0.544 20.980 —25.673 4.600

dAROE —0.461 20.262 —17.000 4.500

RecsM 7.749 30.435 0.693 18.792

Blnsd 0.121 00.327 0.000 1.000

BHack 0.232 00.423 0.000 1.000

BPhys 0.158 00.366 0.000 1.000

BDisc 0.221 00.416 0.000 1.000

BStat 0.026 00.160 0.000 1.000

BUnkn 0.042 00.201 0.000 1.000

CapM 37,621 481,039 0.001 6,198,039

dASP 0.000 00.188 —0.504 0.976

dACR 0.000 00.188 —0.504 0.976

dATAT 0.003 00.135 —0.259 1.281

dACFS 1.527 17.388 —4.160 233.000

dAB/M —0.009 00.339 —2.622 1.569

dACET 0.0212 00.420 —0.838 2.560

NAICS - - 21 72 Table V.
Year - - 2005 2017 Descriptive statistics




JAIM
28,2

284

Figure 1.
ROA % polynomial
trend

3.3 Statistical tests

The p-test, t-test, F-statistic test and R values are used to analyze regression results. Usually,
p-values use 0.05 as a threshold. The f-fest is used to verify multiple regressions’ coefficient
significance (Black, 2009). According to Igbal and French (2005) and Tinoco and Wilson
(2013), regression analysis is suitable for financial data analysis. This analysis uses the
ordinary least squares (OLS) model to analyze the effect of data breaches on the affected
companies’ performance. Three measures are identified for performance measures
(Table IV): dAROA and dAROE, acting as measures of overall performance; and dASP,
acting as a measure of the reactions of investors in the stock markets to the data breach
announcements.

Panel data sets have a fundamental advantage over cross-sections: they enable flexibility
in modeling differences across individual companies in the sample. For the OLS model, this
is the following: y; = X, 8 + Z,a + ei; yir = X,,B + Cy + ¢z The individual company
effect is Zita, where Z; contains a constant term and a set of specific variables related to an
individual (a company) or a group (a business classification). The specific variables are
those that can be identified, such as financial ratios or variables, and those that are
unobserved, such as a company’s or a business’s specific characteristics. If Z; contains only a
constant term, pooled regression can be used. For model structuring, the fixed and random
effects are considered in panel data research. For fixed effects, if Z; is unobserved but
correlated with X, the OLS of B is biased and inconsistent because of omitted variable(s),

and the model is y; = X, 8 + a; + ¢;. Considering the random effect, the unobserved
variables can be assumed to be uncorrelated with the included variables, and the model can
be formulated as y; = X;, 8 + a4 u;; + e;;. The random-effects approach specifies that u;

is a group-specific random element. The crucial difference between fixed and random effects
is whether the omitted (unobserved) variables are correlated with the regressors in the
model, not whether these effects are stochastic or not (Greene, 2012).

The authors use dummy variables for year-fixed effects and for business-
classification-fixed effects to minimize the effect of omitted variable bias. A dummy
variable is assigned, starting with 2005 and ending with 2017, for year-fixed effects,
and the industry classifications are considered according to the two digits of the NAICS
classification. The treatment of fixed effect assists in dealing with variation between
inter-data breaches (variation from one data breach to another) and intra-data breaches
(the variation within each data breach over time; Greene, 2012). The regression used is
defined as y; = X;t B -+ yvear* dummies + industry classifications® dummies + e;. One
year and one business classification are omitted to avoid perfect multcolinearity in the
regression.




3.4 Results

Table VI shows the pairwise correlation coefficients of the dependent and independent
variables. The dAROA and dAROE correlate with the BHack and the number of records in
millions (RecsM) with a level of significance of 10 per cent. Because most of the companies
use technology in some way, finding a higher correlation between dAROA and dAROE and
the business classification is not expected. As expected, the correlation between dAROA and
dAROE is high; this is because both ROA and ROE ratios are dependent on each other and
are used as proxies to understand a company’s overall performance.

The models of overall performance (proxies: AAROA and dAROE) are explained by the
controlling variables. Table VII shows 12 models to explain dAROA. In the models that
include the natural logarithm of the number of records (LnRecs) as explanatory variables for
dAROA, the #test is significant at the 1 per cent level. This indicates that larger data
breaches had a greater effect than smaller ones. Using other controlling variables and
including industry classification- and year-fixed effect, the LnRecs are significant at the 5
per cent level. Equation (1) shows F = 244 with p < 0.01. The data breaches affect the
overall companies’ performance as measured by dAROA. The magnitude of the data
breaches can be measured by the number of records affected (Table VII). The number of
records is considered the key factor in determining the materiality of the effect of a data
breach on a company’s performance:

dAROA = 0.777-0.114 RecsM + 1.110BInsd + 1.111 BHack + 1.668 BPhys
+ 0.720 BDisc—0.033 BStat + 0.755 BUnkn + 0.001 CapM

—1.497dACR + 0511dATAT-0.097 CFS—-0.254 B/M
—0.629dACET + NAICS* dummies + Yearit * dummies + @ )

Like with dAROA, equation (2) shows that dAROE was found significant (F = 1.47, p < 0.01;
see Table VIII). Furthermore, the number of records breached is considered the material
factor in explaining the decrease in company performance, measured by dAROE
(Table VIII):

dAROE = 1.76-0.056 RecsM + 0.869 Blnsd + 1.195 BHack + 2.287 BPhys
+ 1.111 BDisc + 0.331 BStat + 0.855 BUnkn + 0.001 CapM —2.392 dACR
+ 0.567dATAT-0.171 CFS — 0.435B/M —0.761 dACET

+ NAICS* dummies + Yearit* dummies + ey
@

However, for the model of stock market reaction (proxy: dASP), the F-test is not significant
at the 10 per cent level. Investors in stock markets may react to data breach announcements
on a daily basis, as indicated by previous research (Spanos and Angelis, 2016), and not on a
quarterly basis; this is because other confounding events may minimize the effect of the
announcements over time.

4. Conclusion
From the trend analysis, the evidence showed that breached companies suffered in terms of
performance during the quarter of the breach. This confirms that the financial statements

Data breaches
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and their accompanying notes, as mandatory information adhering to generally accepted Data breaches
accounting principles and SEC guidelines and requirements, are an important source of

information for all stakeholders. The information voluntarily released by companies

regarding data breaches and cybersecurity incidents can be considered an indication of their

performance. The number of records affected and the type of breach (as proxies for the

importance of data breach incidents) are shown to be significant explanatory variables for

dAROA and dAROE, as shown by pairwise correlation coefficient analysis and MLRDV 293
analysis. This supports the argument that nonmandatory information can assist
stakeholders in determining the effect of events on companies’ performance.

In summary, the occurrence of a data breach affects a company’s overall performance as
measured by dAROA and dAROE. Data breach announcements signal internal deficiencies
in breached companies; therefore, the affected companies become liable to their employees,
customers and investors. To remediate the risks and losses associated with data breaches,
companies may use their reserved funds. The findings of this research contribute to both
theory and practice in the areas of accounting, finance and information management.

Variable Symbol Definition Purpose

Return on assets ROA  Net income divided by Overall financial performance; signals
average total assets effective uses of both assets and capital

Return on equity ROE Net income divided by Indicates how efficiently a company uses the

average stockholders’ equity capital it receives from its owners to
generate an investment return to those

shareholders
Share price SP Market value per common  Measures the stock market valuation of the
share company’s assets
Current ratio CR Current assets divided by Proxy for company financial health; the
current liabilities ability to pay back company liabilities with
its assets
Total assets TAT  Netsalesrevenue divided by Measures the value of a company’s sales or
turnover ratio average total assets revenues generated relative to the value of

its assets; efficiency measurement
Cash flow per share CFS Net income divided by the Proxy for financial strength

number of outstanding

shares
Book value to B/M Book value by market value  Proxy for the value of a company
market value per share . . Table X.
Cash and CET Sales revenue divided by Proxy for immediate liquidity Financial variables
equivalents average cash and definitions and
turnover equivalents purposes
Variable Description
Number of records A numeric variable that indicates the number of breached records. For normalization T

PR . - . able XI.
purposes, the number of records in millions was used in the regression analysis ..

Reported number of 1 - for events announcements reporting the number of records.0 — for announcements Descr1pt10n.of
records not reporting the number of records nonfinancial
NAICS The first two digits of NAICS to present industry classification explanatory
Date of the breach ~ The date of the breach in MM/DD/YYYY variables
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Table XII.




5. Limitations and future research

The main limitation of this study, as in all empirical studies, relates to ratio and trend
analyses. Such analyses are commonly used in researching accounting information.
However, they are mere proxies of the companies’ conditions and realities, and they rely on
companies’ released financial reports. Companies use and make different accounting
treatments, estimations and decisions to report their financial performance. The consistency
or reliability of such information is a matter of judgment. Another limitation concerns the
confounding events. The authors have attempted to identify the major confounding events
around the dates of the data breaches; however, this is not enough to rule out the possibility
that other events do not affect these companies’ financial performance. Therefore, the
authors recommend replicating the research when more announcements become available
per industry type to enable the validation of the findings.

Risk assessment is another avenue to be addressed. This would verify how investors
perceive data breaches, taking into consideration several factors such as the size of the
companies, the type of industry, whether the effects are local or global, the hackers’
ability to penetrate larger companies’ records and other nonfinancial items.
Stakeholders are concerned by the companies’ level of IT security and information
privacy (Schmidt ef al., 2016). More research is needed on the integration of qualitative
factors regarding the risk of cyber exposure in auditing works (No and Vasarhelyi,
2017). Further research can be carried out to link internal accounting controls and
information technology controls and the occurrence of data breaches as part of
company events related to companies’ operational and overall financial and
nonfinancial efficiency. Acquiring new technologies, such as software and hardware,
should be considered by information security management. Investing in I'T can reduce
the likelihood of a data breach. Future research can investigate the relationship
between investing in IT and the occurrence of data breaches (Table IX-XII).
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